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From the fact-finding investigation about cybersecurity for medical devices on a manufactures and health delivery
organizations (HDO), although approximately five years had passed since the 2015 notification, there are still lack
of effective cybersecurity. Therefore, there are limitations in terms of spontaneity in terms of responding to
cybersecurity by leaving it up to each company. In particular, a more enforceable regulatory policy is needed to
ensure that medical devices with cybersecurity measures are properly handled by HDO. For example, it may be
necessary to mandate that cybersecurity methods throughout the total product lifecycle be demonstrated at the
design stage. It would also be necessary to verify during the approval process whether such measures are in fact
appropriate.

As a postmarket management, it was considered necessary to discuss a mechanism for reporting and sharing
events that are not fully handled by the current defect reporting system. For example, it may be necessary to discuss
how to handle events in which vulnerabilities of medical devices are detected, although no health hazard is involved.

It is also necessary to discuss the handling of SBOM and legacy medical devices, used and loaned medical devices,
and the Japan-specific regulations (business licenses: sales, lending, and repair business). The consideration of
international harmonization is also important.

Furthermore, it is also important to determine the boundary of responsibility between the HDO and the
manufacturer/distributor. First step is to clarify how to perform the responsibility as a manufacturer and distributor,
including distributors and other stakeholders in distribution, which will be very important in examining the
responsibility of medical institutions themselves.

Finally, the medical field is classified as a critical national infrastructure, and cyber security measures at HDO
are characterized by the fact that any problems can directly affect human life. Therefore, the medical device industry
should take cybersecurity for medical devices based on an understanding of the benefits and risks, and it is
important to promote and educate manufacturers and distributors about the guidance manual prepared by this

research group.



