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Recent advances in DNA sequencing technology enables to obtain large-scale personal genome
data, and it is expected that an efficient analysis on personal genome data leads to a biomedical
innovation. However, although the high expectation, it is difficult to utilize the data including
personal information because privacy issues hinder data sharing between data holders. In this
project, we have studied novel principles necessary for developing privacy-preserving genomic
data analysis where both a user and a server can maintain their privacy. To achieve the challenging
goal, we studied two different but complementary approaches: cryptography and differential
privacy. In the project, the Finnish research group, which has extensive experience in developing
statistical machine learning, developed novel methods based on differential privacy that enables
to improve drug sensitivity prediction. The Japanese research group, which has strength in
cryptography, developed various search methods based on homomorphic encryption. During the
project period, two research groups had various discussions by an in-person meeting and a meeting

over the network and examined a combined approach of cryptography and differential privacy.



Below, we report more details about the research conducted by the Japanese research group. We
first developed the cryptographic protocol that achieves a following model, which we named a
recursive oblivious transfer: A sender has a vector v and a chooser has an index 1, the chooser
obtains v[v[...v[i]...] without knowing any other elements of the vector v while he/she does not
leak the index 1 to the sender. We also analyzed the time and communication complexities of the
algorithm and improved the communication complexity from O(N) to O(VN) . Next, we developed
an efficient design principle of privacy-preserving search method. There are an efficient data
structure/algorithm such as FM-index which run in time linear to a query length. The key idea of
the design principle is to combine such a data structure and the recursive oblivious transfer to
achieve linear time search without compromising privacy. Based on the design principle, we have
developed following three applications. (1) Privacy-preserving search for SNP sequences that
enables the user to search the longest prefix match between a query and SNP sequences. (2)
Privacy-preserving substring search on biomedical text that enables the user to search substring
from a document such as medical records. (3) Privacy-preserving decision tree evaluation that
enables the user to obtain a predicted class label without showing his/her feature vector to the
server while the server can keep the model and model parameters private against the user. Those
applications are implemented and published at the web site. During the project, the Japanese
research group published six referred journal articles, and received five awards from domestic
academic societies and a president award from AIST.

In addition to those research results, we also engaged in activities that promote an interdisciplinary
research among various related fields such as bioinformatics, genome ethics, machine learning,
data-mining and cryptography. For this purpose, the Finnish group and the Japanese group jointly
organized a workshop PRIVAGEN 2016 which was held as an official satellite workshop of
GIW/InCoB 2016, and we had more than 80 participants from more than 10 countries. The
Japanese research group also organized sessions for discussing the effect of new Japanese
legislation of personal information on genome information analyses at IBMP 2015 and IIBMP
2016.
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