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Research on personal consent and data management
based on personal consent for PHR

Susumu Takiguchi MHI Co. Ltd. Director in charge of Analysis and Application Business Division

In this research, we formed a Review Committee consisting of an academic expert, insurers,
doctors, pharmacists, a lawyer, etc. In the Review Committee, we examined "Receipt Information
Browsing System" (hereinafter referred to as RIBS) that provides clinical history information, which
were extracted from receipt data held by insurers, to the medical staff, as PHR under the consent of
the patient himself. As a result, we confirmed that RIBS is both technically and legally valid and
that the information provided by RIBS is useful in clinical practice. We also conducted a small field
study using RIBS with the cooperation of health insurance societies, its subscribers, pharmacies and
pharmacists. In the study, RIBS functioned normally, and based on the consent of the patient himself,
we successfully provided patient’s clinical history information to the pharmacists by RIBS and
extracted issues on the operational aspects of RIBS. The outline of the main research results is as

follows.

(Personal consent and access control)

The patient himself expresses his / her consent on providing his / her clinical history
information by presenting a “card” to medical staff. It allows the patient to choose to provide the
consent or not every time they receive treatment. Such a procedure of RIBS was confirmed as
appropriate, as a way of acquiring consent. In addition, we also confirmed that this procedure meets
the requirements, "preliminary acquisition of the consent of the person himself / herself for providing
personal information to third parties", specified in the Personal Information Protection Act. In the
field study, patient monitors understood that they gave consent for providing personal information
by presenting “card”. In actual operation of RIBS, we confirmed that the consent acquisition and

access control procedure in RIBS functioned as expected.

(Information security)

In RIBS, from both aspects of system and operation, we have taken various information
security measures against threats such as "eavesdropping", "tampering", "impersonation", "invasion"
and "disturbance" that listed in "Guidelines for Safety Management of Medical Information Systems
Version 4.3". The review committee confirmed that such information security measures are

considered to be at a sufficient level.

(Operability / functionality)
With regard to the display method of clinical history information on the screen of
information terminal, the review committee pointed out the importance of presentation of

information and search functions which allows efficient browsing within limited time. In the field
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study, it was suggested that further studies are necessary on alternative operation methods at the
time of equipment troubles and measures to reduce the burden on operations, while maintaining

security level.

(Usefulness of information)

In the discussion of the review committee that doctors and pharmacists participated, it was
shown that the clinical history information obtained from the receipt data are useful as follows. It
helps in estimating the patient's post-treatment status, and may lead to a rapid diagnosis of diseases
and selection of the optimal treatment for the patient. Also it may lead to suppression of redundant
prescription of drugs and duplication of examination. Therefore, utilizing RIBS has possibilities for
contributing to improvements of accuracy of diagnosis and treatment, optimizations of treatment
selection, elimination of waste of medical resources and so on. We also analyzed receipt data of the
health insurance society participating in the field study. Assuming that RIBS will contribute to the
optimization of drug duplication, we roughly estimated that the potential effect size may amount to

16 billion yen per year.

(Necessity of large-scale study)

Although the field study in this research was a short-term study in a small field, we have
successfully achieved the objectives of actually operating the RIBS and extracting the study subject.
However, field research in medical practice remained as a future validation task. In addition, a
portability of ID needs to be implemented and a display method enabling efficient browsing for
clinical history information remain as continuously improvement tasks. We think that Long-term

study in large-scale field is necessary to achieve these objectives.
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